[IEJATOT'AM Ob UHOOPMAITMOHHOM BE30IIACHOCTHU

Korma peur 3axomutr 00 wuHpOpMaIMOHHON 0€30macHOCTH, OOBIYHO MBI
HAayMHaeM JyMaTh O KOMIIBIOTEpAX, CETAX, HMHTepHeTe W Xakepax. Ho mnsa
oOpa3oBarenbHON cpebl MpodiieMa CTOUT IIUpE: B OTPAXKICHUU YYallerocs OT
nH(pOpMaIMK, KOTOpas MOXKET HETaTUBHO IMOBIUATH Ha €ro (GopMupoBaHUE W
pa3BUTHE, TO €CTh O MPOIAraH/e Pa3TMIHON HAIIPABICHHOCTH.

IonsTne HHpoOpMaANMOHHOI 0e30I1aCHOCTH

Iloo ungopmauyuonnoit oe3onacnocmvio TIOHHUMACTCS 3alTUIIICHHOCTHES
VHPOPMALIMOHHOH  CHCTEeMBI ~ OT  CIy4alfHOTO M TIPEIHAMEPEHHOTO gk
BMEIIATEIbCTBA, HAHOCSIIEro  yiepd BiajenbllaM WM  [OJb30BATEISAM
uHpopmanuu. Ha  npaktMke — BaXHEHIIMMH — SBJIAIOTCS  TPH  acClEKTa
MH(}OpMAMOHHOW 0€301aCHOCTH: g

® JIOCTYIMHOCTh (BO3MOHOCTh 3a pa3yMHOE BpEMs MOJYyYUTh TpeOyemyro
MH()OPMALTMOHHYIO YCIIYTY);

® [IEJIOCTHOCTh (AKTyaJbHOCTh U HEMPOTUBOPEUHUBOCTH HHGOpPMAIINH, €€
3aIUIIEHHOCTH OT Pa3pylIeHUs U HECAHKIIMOHUPOBAHHOTO U3MEHEHHS ),

® KOHPUACHIIMATBHOCTD (3alIuTa OT HecaHKuﬁOHHpOBaHHoro MIPOYTECHUS).

Hapymiennss ~ 71OCTYymHOCTH,  TEJIOCTHOCTH M KOH(PHUACHIIMAIBHOCTH

MH(}OpMaAIMOHHBIE KOMITBIOTEPHBIE CUCTEMBI.
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L HH(l)OpMaI_II/II/I MOTI'yT OBITh BBI3BAHBI pPa3IMYHBIMH OITACHBIMU BOSI[GI\/’ICTBI/I}IMI/I Ha

OcHoBHBIE YTPO3bl HHPOPMALMOHHON 0€30IIACHOCTH
CoBpemeHnHass MH(pOpMaLMOHHAsI CHUCTEMa MPEACTABISAET COOOW CIIOXKHYIO
HCTEMY, COCTOAIIYI0 W3 OOJBIIOTO YHUCJIa KOMIIOHEHTOB DPA3JIMYHOW CTENEeHU
aBTOHOMHOCTH, KOTOpPbIE CBSI3aHbl MEXAy cOOOW M OOMEHHBAIOTCS JaHHBIMU.
] [IpakTueckn  KaXAbld  KOMIIOHEHT MOJET  IIOJABEPTrHYTHCS  BHEIIHEMY
'i‘ BO3JECHCTBHIO WUJIN BBIMTHU U3 CTPOS.
e KoMmoHeHThl aBTOMaTHU3WPOBAHHON WMH(DOPMAIIMOHHOW CHUCTEMBI MOKHO

q‘ ™ pa30uTh Ha CIIEIYIONINE TPYIIIbL:

E.,_ 1l AnmapaTHble CpeACTBa. OJTO KOMIBIOTEPbl M HMX COCTABHBIE YacCTU
f [IPOLIECCOPBI, MOHHUTOPBI, TEPMUHAIIb, IIepU(epHiiHbIC yCTPOICTBA — IPHHTEPSI,
KOHTPOJUIEPHI, KaOeNu, TUHUU CBSI3U U T.1.).

[IporpamMmmHoe oOecnedyeHue. IDTO MPUOOpPETEHHBIE MPOTPAMMBI, UCXOIHBIE,
OOBEKTHbIE, 3arpy304Hble MOJYJIM; OIEPAlMOHHBIE CHCTEMbl U CHUCTEMHBIC
porpamMmbl (KOMITUJISTOPbI, KOMIIOHOBIIMKY U JIpP.), YTUIUTHI, THarHOCTUYECKUE
nporpamMmbl U T.1. JlaHHBIE, XpaHUMbIe BPEMEHHO M IOCTOSIHHO, Ha AMCKax,
¢remkax, neyaTHble, ApXUBBI, CACTEMHBIE KypHaJIbl U T.1.

Ilepconan. 1lonp3oBarenn, CUCTEMHBIE aJIMUHHUCTPATOPBI, MPOIPAMMHUCTBI U




OnacHble BO3JCUCTBUS HA KOMITBIOTEPHYIO HWH(POPMAIMOHHYIO CHCTEMY
0’)KHO TMOJpa3le/inTh Ha CIydailHble M IpeJHAMEpPEHHbIC. AHaIHW3 OIbITa

MIPOCKTUPOBAHMS, W3TOTOBIICHUS M OKCIUTyaTallM WHGOPMAIIMOHHBIX CHUCTEM
MOKa3bIBaeT, 4YTO HWHGOpPMAIUs TOJBEPracTcs  Pa3IMYHbIM  CIy4aillHbIM
BO3JCHCTBUSIM HA BCEX JTallaX LHKJA XKU3HU CUCTEMbI. [IprunHaMu CiydailHbIX
BO3/ICHCTBUI MPHU SKCIUTyaTallud MOTYT OBITh:

® aBapuiiHble CHUTYyallMM W3-32 CTHUXUWHBIX OCJACTBUH M OTKIIOYEHUH
ANEKTPONUTAHHS;

® OTKa3bl U COOM amnmaparypsbl;

® OIMOKH B MPOTPAMMHOM 00€CIICUCHUN;

e OIIMOKU B paboTe MEPCOHANIA;

® [IOMEXH B JIMHUSAX CBS3U U3-3a BO3JACHUCTBUN BHEIIHEN CPEbI.

[IpennaMepeHHblE BO3ACHUCTBUSA — O3TO IIEJICHANPABICHHBIE JIEUCTBUS
Hapywurens. B kauecTBe HapyIIUTENSE MOTYT BBICTYIIATh CIIYKallUi, IIOCETUTEIb,
KOHKYPEHT, HaeMHUK. JIelCTBUS HApYIIUTENsI MOTYT ObITh 00YCIIOBJICHBI PA3HBIMU
MOTHBaMU:

® HEJJOBOJILCTBOM CITY’KAILIETO CBOEU KapbeEPOU;

® B3STKOM;

® JII00OITBITCTBOM;

® KOHKYPEHTHOU OOPHOOH;

® CTPEMJICHUEM CaMOYTBEPIUTHCS JTFOOOH IICHOM.

MOXHO COCTaBUTh TMIIOTETUYECKYIO MOJIEIb TOTEHIUAIBHOTO HAPYILIUTEIIA:

e KBaM(PUKAIMS HAPYITUTENS HA YPOBHE pa3pabOTUMKa JAHHOW CHCTEMBI;

® HApyIIMTEIEM MOXXET OBITh KaK INOCTOPOHHEE JIMII0, TaK U 3aKOHHBIN
H0Jb30BATENb CUCTEMBIL; |

® HAPYIIUTEIIIO U3BECTHA UH(POPMAIUS O IPUHIUIIAX PAOOTHI CUCTEMBI;

® HapyILIUTENb BbIOMpaeT Hanbosee ciadoe 3BEHO B 3alUTE.

Haunbonee pacnpocTpaHeHHBIM W MHOTOOOPa3HBIM BHJIOM KOMITBLIOTEPHBIX

- _HApYIICHUN SBJISAETCS HECAaHKIMOHMPOBAHHBIM NOCTyNn. HecaHKIMOHMPOBaHHBIM

TOCTYN HCIMOJb3yeT J0OYI0 OIMMOKY B CHUCTEME 3allUThl U BO3MOXEH IpHU
HEpalMOHAJIIbBHOM BBIOOpPE CPEACTB 3allUThl, UX HEKOPPEKTHON YCTAaHOBKE U
Hactpoiike. IlpoBeneM kiaccudukanuio KaHaJIOB  HECAHKIMOHHMPOBAHHOIO
JOCTyMa, MO KOTOPbIM MOXHO OCYLIECTBUTh XWIICHUE, W3MEHEHUE WIH
YHUYTOXKEHUE WHHOPMAITIH:

Yepes uenogexa:

® XUIIEHWE HOCUTENEH nH(pOopManu;

e yTeHHE NH(POPMAITUHU C IKpaHa WIIA KJIIaBUATYPHI,

e yTeHHE UH(POPMAITUU U3 PACTICYATKH.




Yepes npocpammy:

® 1IepeXBaT MapoJIei;

e emudppoBKa 3amudpoBaHHON HHPOPMAITIH;

® KONMMPOBaHUE UH(POPMALIUU C HOCUTEISL.

Uepes anmaparypy:

® T[OJKIIYEHHE CHEUAIBbHO pa3pabOTaHHBIX allapaTHBIX CPEACTB,
o0ecneunBaroIIMX 10CTY K HH(GOpMaIuy;

e 1mepexBaT MOOOYHBIX >JIEKTPOMATHUTHBIX M3IydEHUH OT ammaparyphbime
JIMHUH CBSI3H, CETEU JIEKTPOIIUTAHUSA U T.J.

Oco0o0 cienyer OCTaHOBUTBHCS HA Yrpo3ax, KOTOPbIM MOTYT IOABEPraThCs
KOMIbIOTepHBIE ceTH. OCHOBHas OCOOEHHOCTH JFOOOW KOMIBIOTEPHOH CETH
COCTOUT B TOM, YTO €€ KOMIIOHEHTHI pacIpeiesieHbl B pocTpaHCTBE. CBA3b MEXITY
y3JaMH CETH OCYIIECTBIACTCA (U3NYECKH C TIOMOIIBIO CETEBbIX JIMHUK U
IPOrpaMMHO C TOMOIIBIO MeXaHu3Ma coobOmieHuid. I[lpu stom ympasistomue
COOOILIEHUSI U JaHHbIE, IIEPEChUIaEMbIe MEXKY y3JaMH CETH, NEPEAA0TCs B BUJIE
NaKeTOB OOMeHa. KOMIBIOTEpHBIE CETH XapaKTePHbl TEM, YTO MPOTUB HUX
IIPEANPUHAMAIOT TaK Has3blBa€Mble YAaJeHHbIC araku. Hapymmrenbs Moxer
HAaXOIUTHCS 3a THICAYM KHJIOMETPOB OT aTakyeMoro OOBEeKTa, MPH HITOM
HaIaJeHUI0 MOXET MOJBEpPrarbCsi HE TOJIbKO KOHKPETHBI KOMIBIOTEp, HO U
HHq)opMauHﬂ, nepenammascs MO0 CeTeBbIM KaHaidam cBs3u. (OOecrieueHue
I/IH(bopMam/IOHHoﬁ 6e3onacHoctTn PopMUpOBaHUE pexUMa HHOOPMALMOHHON

7 & ! 0e30ImacHOCTH — np06neMa KOMIIJICKCHAsI. MepBI o ¢€¢ PpPCICHUIO MOXKHO

0JIpa3/IeTUTh Ha MATh YPOBHEH:
1. 3akoHOAATENbHBIA. DTO 3aKOHBI, HOPMATUBHBIC AKThI, CTAHJIAPTHI U T.II
HopmatuBHO-nipaBoBast 0a3a onpeaesnstonias NopsaI0K 3aluThl HHPOPMALIMH.
2. MopanbHO-3THYECKH. BCeBO3MOKHBIC HOPMBI TIOBEICHHUS, HECOOITIOICHHE
v‘ KOTOPBIX BEIET K IMAJICHUI0 TPECTUXKAa KOHKPETHOTO YEJIOBEKAa WM IIeJIoN
q" OpraHU3aIHH.
. ‘ 1 3. AamunuctpatuBHBIA. J[ecTBUS 00IIero xapakrtepa, MpearnpuHUMAaeMble
b e YKOBOICTBOM OpPraHu3aluy. TaKMMU JOKYMEHTAMU MOTYT ObITb:
a1 ® MpUKa3 PYKOBOAMTEN O HA3HAUYEHHH OTBETCTBEHHOIO 3a olecreyeHue
--,ll —~ MH(}OpMaAIMOHHON 0€30MaCHOCTH;
Y e JIOJDKHOCTHBIE  OOS3aHHOCTH  OTBETCTBEHHOIO 3a  oOecrieueHue
nH(pOpMaITMOHHON 0€30MaCHOCTH;
® [IepeUCHb 3alUIIAEMbIX HH(POPMALIMOHHBIX PECYPCOB U 0a3 TaHHBIX;
® UHCTPYKIIMIO, OMNPENEISIONIYI0 MOPSAOK MNpeaocTaBieHus] WH(opManuu
A CTODOHHUM OpPraHM3allUsIM 10 UX 3alpocaM, a TaKXKe MO MpaBaM JOCTymna K Heu
COTPYJAHHKOB OpraHU3alUH.
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4. ®usnueckuil. MexaHHYECKHE, 3JIEKTPO- U IIIEKTPOHHO-MEXAHUYECKHE
pEmATCTBAA  HA' BO3MOXHBIX MYTSIX NPOHUKHOBEHHS  IMOTEHIHAIbHBIX
HApPYLINTEIIEH.

5. AmnmapaTHO-NIPOrpaMMHBIA (AJIEKTPOHHBIE YCTPONCTBA U CIICIMAJIbHbBIC
MpOrpaMMBbl 3amuThl HHPopMalun). [lpuHaTeie Mepbl MO cO3MaHUI0 Oe30macHon
MH(GOPMALIMOHHON CUCTEMBI B IIIKOJIE:

e OOecrieueHa 3alIUTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIMOHHPOBAHHBIX
BO3JCHCTBUI (KOMIBIOTEPHBIE BUPYCHI, JOTUYECKHE OOMOBI, aTaKu XaKepoB U
1)

e VYCTaHOBJIEH CTPOTHIl KOHTPOJIb 3a DJJICKTPOHHOM MOYTOHM, oOecreueH
IIOCTOSIHHBIN KOHTPOJIb 33 BXOJSAIIEH U HCXOSIIENH KOPPECTIOHACHIIUEH.

e YCTaHOBJIEHBI COOTBETCTBYIOIIME NTapou Ha nepcoHanbHble [1K.

e lcrnosnb30BaHbl KOHTEHT-PWIBTPBI, I (UIABTpAIMM CANTOB MO HUX
COZIEPKUMOMY.

EnuHasi COBOKYITHOCTh BCEX ITHUX MEp, HAIIPABICHHBIX HA MPOTUBOJCHCTBUE
yrpo3am 0€30IaCHOCTH C LENbI0 CBEJICHUS K MUHMMYMY BO3MOXXHOCTH yIepoa,
o0Opa3yroT cucteMy 3amuThl. CHenualnucTsl, MMEIOIHE OTHOLICHHE K CHCTEME
3aIIATBl  JIOJDKHBI ~ TOJHOCTBIO — MPEIACTaBIATH  cebe  MPUHUUIBI €€
(GYHKIIMOHUPOBAHHUS W B CIy4ae BO3HHKHOBEHHS 3aTPyIHUTEIBHBIX CHUTyaluil

L aJICKBAaTHO Ha HMUX pearnpoBaTh. [loa 3amuUTON HOJKHA HAXOAUTHCS BCS CHUCTEMA

00paboTku nHopMaIuu. Jlua, 3aHUMAIOITUECS obecrieueHrEeM

‘ H(l)OpMaI_II/IOHHOI/I 6630HaCHOCTI/I AOJIZKHBI HCCTU JIMYHYIO OTBCTCTBCHHOCTD.

aZCKHasa CHCTCMa 3allluTbl AOJIXKHAa OBITH TIOJTHOCTBIO INpOTCCTUPOBAaHA H
corjiacoBaHa. BaIHI/ITa CTaHOBHUTCI OoJiee 3(1)(1)GKTI/IBHOI/I n FI/I6KOI/I CCJIM OHa
AO0IyCKAacT HN3MCHCHHC CBOUX IIapaMCETpPOB CO CTOPOHBI aJIMHHUCTpPATOPA. B

‘\ 3aKJIFOUYCHUE CBOCIO AOKJIaga XOTECJIOCh OBI AaTb HCEKOTOPBLIC PCKOMCHAAIIMU I10
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opranmuzanuu paboTsl B HHPOPMAIIMOHHOM MPOCTPAHCTBE, YTOOBI yoepeub ce0s 1

1 CBOMX OJIM3KHMX OT MHTEPHET-TIPECTYITHUKOB.

_ B

PekoMenganmu o opranuzanuu paboTsl B HHPOPMAIIMOHHOM MPOCTPAHCTBE
1. Ilepen HayasioM paboOTBI HEOOXOAMMO YETKO CHOPMYIUPOBATH LEIb U
BOITPOC MOMCKA UH(POPMAITUH.

2. XenarenpHO BBIPAOOTATh ONTHMAJIBHBIN ATOPUTM MTOMCKA HH(POpMAITUHN B
cetu VHTepHET, YTO 3HAYMTEIBHO COKPATHT BpeMsl M CUJIbI, 3aTpadyCHHBIC Ha
TIOVUCK.

3. 3apaHee YyCTaHOBUTb BpEeMEHHbIH JUMHUT (2-3 wyaca) paboTel B
MH(GOPMALIMOHHOM IPOCTPaHCTBE (POCMOTP Tejenepeaayuu, urenue, UntepHer).

4. Bo BpeMs paboThl HEOOXOAMMO JAenaTh nepepslB Ha 5-10 MnhyT JUISI

CHATHS (PU3NYECKOTO HATIPSKEHUS U 3PUTETHHOM HArpy3KH.




5. HeoOxomumo 3HaTh 3-4 ymOpakHEHUS [UISI CHATHUS 3PUTEIBHOTO

anpspKEeHUs U PU3NYECKON yCTAIOCTH.

6. PaGotath B XOpOIIO IPOBETPEHHOM IIOMEIICHUU, MPU ONTHUMAIBLHOM
OCBEIICHUH U B YJJOOHOH T03€.

7. He cTOUT JErKOMBICIEHHO 00paIaThCs CO CaM-MCbMaMH U 3aXOJUTh Ha
Hebe3omacHble BeO-cailThl. J{1s1 HHTEpHET-MPECTYMHUKOB Bbl CTAHOBUTECH JIETKOU
T0OBIUEH.

8. Ilpm perucrpamii B CONHMAIBHBIX CETSX, HE yKa3blBalTe CBOMH

MIEPCOHAJIBHBIE JaHHBIE, HATPUMED: apeC WIH I€Hb POKICHUSA.
9. He ucnonb3yiTe B JOTHHE WIH NApOJI€ NEPCOHANBHBIE TAHHBIE. ,
10. Bce 910 MO3BOISET MHTEPHET-NPECTYIIHUKAM IIOJIyYUTh JAHHBIE JOCTYIA _

K aKKayHTaM JJIEKTPOHHOW MOYTHI, a Takke uHuuupoBaTth momamuue 1K ms
BKJIIOUEHUS UX B OOT-CETh WU JJISl OXUIICHUS OAaHKOBCKUX JTAHHBIX POJAUTEIICH.
11. Co3naiite cOOCTBEHHBIN MPOQIIH Ha KOMIBIOTEPE, YTOOBI 00€30MacUTh
MH(}OpMaUIO, XPAHSIIYIOCS Ha HEM.
12. He 3a0rpiBaiite, 4To (paKkThl, O KOTOPBIX BBl Y3HaeTe B MIHTEepHETE, HYKHO
OYEHb XOPOULIO MPOBEPUTH, €CIU BbIOYAETE UCIOJIb30BAaTh UX B CBOEW JOMAIIHEH
pabote. llenecooOpa3HO cCpaBHUTH TpU HCTOYHMKA HMH(OPMALUMU, NPEXKIE YeM
PEIINTh, KAKUM UCTOYHUKAM MOXKHO TIOBEPSITh.
13. O mocroBepHOCTH MH(POPMAIIMH, TIOMEIICHHOW Ha CaliTe MOXHO CYIUTh
110 caMOMYy CaiTy, y3HaB 00 aBTOpax caiTa. |
: 14. Pa3zmemas uHpopmanuio o cebe, CBOMX OJIM3KMX W 3HAKOMBIX Ha
i EpraHI/IHaX COLIMAJIBHBIX CETEH, CIPOCHUTE MPEIBAPUTEIRHO PA3PELICHHUE Y TEX, O
, I. KOM OyzeT 3Ta uHpopmarus.
V| 15. He cienyer pasmemars Ha CTpaHMLaX BeO-caToB cBoM (hororpapuu u
‘ ¢dotorpaduu cBoUX ONM3KHUX U 3HAKOMBIX, 3@ KOTOpPhIE BaM MOTOM MOXET ObITh
L
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"3 || nposonumpyer apyrux Ha Takoe e HOBEJEHHUE.
,_1‘& 17. Ucnonb3ys B cBoeil paboTe maTepuai, B3SAThIA M3 HHPOPMAIIMOHHOTO

CTBITTHO.
16. CobmronaiiTe mpaBuia 3THKU Tpu oOuieHnn B MHTepHeTe: TpyOOCTh

i§ | hcrounnka (KHHMTA, TepUOIMYEcKas mevarb, VIHTEpHET), CilelyeT yKasaTb STOT
UCTOYHHUK MH(OpPMAIMH WIH CAETAaTh HA HETO CCBhUIKY, €CITM MaTepuaj ObLT BaMH
nepepaboTaH.




